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L oad Balancing ContentK eeper With RadWare

The RadWare Fireproof may be used with ContentK egper to provide load balanced
and redundant Internet content filtering for your network.

The RadWare FireProof will provide dynamic load balancing of al 1P traffic between
al of the ContentK egper gppliancesin the ‘farm’. The FireProof aso provides fault
tolerance or fail-over between ContentK egper appliances. This coupled with the High
Availability Module provides effective multi-layer dynamic load balancing and
redundancy.

Two RadWare FireProof AS1 10 Port (2 x Gigabit, 8 x 10/100) Application Switches
may be used to dynamicaly load balance up to seven ContentK eeper appliances.

Two RadWare FireProof AS2 21 Port (5x Gigabit, 16 x 10/100) Application
Switches may be used to dynamicaly load baance up to fifteen ContentK eeper
appliances.

This document outlines the procedures involved in setting up and configuring aload
bal anced appliance farm. Refer to the network diagram on the next page when setting

up.



Example Network Diagram
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L oad Balancing ContentK eeper with RadWare

This diagram represents atypica |oad balanced ContentK eeper deployment. This
deployment is smple to st up and requires a minima amount of configuration.
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Diagram Excerpt

Thisdiagram is an excerpt of the network diagram on the previous page. It has been
included here for convenience. The setup that this diagram details contains only afew
network components including:

A Router

A Switch

Two RadWare FireProof |oad bancing devices

A number of ContentK eeper gppliances

Any number of ContentK egper gppliances up to fifteen may be load balanced using
this configuration. For farms of up to seven ContentK egper gppliances use the
FireProof ASL ten port and for farms of eight to fifteen appliances use the FireProof
AS2 twenty-one port.

Contact ContentK egper Technologies for more information on obtaining RadWare
equipment.



Deploying L oad Balanced ContentK eeper Appliances

The procedure outlined below was designed from the perspective of someonewho is
building a new network and may not be suitable for an environment where a network
dready exigs. Deploying aload baanced ContentK egper ingtdlation in such an
environment requires minimal reconfiguration and minimal downtime of the exiding
environmen.

The example deployment outlined in this document may be modified to suit
environments with more demanding requirements. See the following notes.

Customising The Example Deployment

Use the following suggestions to help when using and customising the example load
balanced ContentK eeper deployment.

Attach the router to the loca network and teach it to access the Internet from
there. Thisis so that the load ba anced ingtdlation may be successfully tested
without disrupting network wide Internet access.

Place aHUB between FireProof-1 and the router then attach a workstation to
the HUB. This crestes asmple, direct connection to the configuration
interface without traversing the router or FireProof.

Network
Workstation

| Internet

Flrawall

Deploy thisingdlation to the leg of a proxy server or firewall by replacing the
router with the proxy server or firewal. All procedures apply to routers, proxy
servers and firewdls.



Overview

The following is an overview of the procedure used to configure the setup in the
example network diagram above. Parts of this procedure refer to the example network
diagram.

Part 1- Install
1. Configure the management interface with an IP address.
2. Ingdl the FireProofs
3. Connect the management ports
4. Connect the ContentK eeper appliances
5. Ingdl ConfigWare

Part 2 - Configure
6. Configure VLANS
7. Assgn IP addressesto interfaces
8. Sat upthefirewdl tables
9. Configure default and dtatic routes on the FireProofs
10. Configure default and static routes on the remaining network devices
(induding firewdls, routers and workstations)
11. Configure connectivity checks and test the deployment

Part 1 - Ingtall
Refer to the RadWare FireProof User Guide, Chapter 2, for more detailed

information. The PDF verdon is available for download from
www.contentkegper.com.

Ensure All Prior Configuration Is Removed

Accessing the boot menu by pressing akey in the specified time and sdecting ‘g’ for
‘erase configuration from flagh’
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Assigning An | P Address To The Management I nterface

Y ou must assign an |P address to each FireProof before you can configureit. The IP
address may be assgned viaatermina session. The connection parameters are:

Baud: 19200
DataBits: 8
Parity: None
Stop Bits: 1

Flow Control: None

Y ou may find it more convenient to assign the | P address before placing the FireProof
inarack or cabinet.

1. Useatermina emulator, such as hyper termind, to connect to the serid
interface on the front of the FP.

2. Edit amenu item by entering its number and pressing <return>. Configure the
FireProof with an IP address (IP3), a subnet mask, a default rout and a
management interface (which should be port 1).

Use the default values for the remaining settings by pressing the <RETURN>
key while & the ‘Enter your choice? prompt until al default valued have been
automatically entered and you are asked to ‘ Continue with the new

configuration (y/n) ?
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& Defaclt router TP addreess 192,09, 208,104
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3. Confirm the new configuration by pressng <y> <return> and the FireProof
will restart.

4. Repest the procedure for the second FireProof (1P7). Note: Do not configure
a default route at this point.



Install The FireProofs, Connect The Configuration Interfaces & Connect The
ContentK eeper Appliances

Place the FireProofs in the production environment (i.e. arack or cabinet) and apply
power to them.

Attach Ethernet port 1 on FireProof-1 to the internd interface of your Internet router.
Attach Ethernet port 1 on FireProof-2 to the interna network.

1. Attach Bridge Port 1 of ContentKeeper 1 to port 2 on FireProof- 1.
Attach Bridge Port 2 of ContentK eeper 1 to port 2 on FireProof-2.

2. Attach Bridge Port 1 of ContentKeeper 2 to port 3 on FireProof-1.
Attach Bridge Port 2 of ContentK eeper 2 to port 3 on FireProof- 2.

3. Repest the above process for the rest of the ContentK eeper appliances.
Ingtall ConfigWare

For each FireProof, ingtall ConfigWare on aworkstation that is connected to the same
subnet as the FireProof configuration interface. Refer to the RadWare FireProof User
Guide, Part 2-11, for more detailed information. The PDF verson is available for
download from www.contentkeeper.com.

 ConfigWare 1.40 Install _-JQI.)ﬂ

Confighyare 1.40 was successfully copied to your local drive and starting.
To start Confighare next tirme open CWWINNTYavasRadvware s onfigywarevndes. html

Part 2 - Configure

Proceduresin this section are outlined on a per-FireProof basis. Screen shots are only
included for one FireProof as they are the same for both, and as the procedures are
amog identicd, the differing steps have been highlighted for the second FireProof.

All Screen shots are taken from FireProof- 1 in the example.

Launch ConfigWWare And Connect To The FireProofs
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Configuring VLANSs

1. Open VLAN in the Device menu on FireProof-1 and add interface F-1 to the
default VLAN 100001.
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2. Perform the same procedure on FireProof-2.

Assigning | P Addresses To Interfaces

1. Open Interface Parameters under |P Router in the Router menu on
FireProof-1 and insert an IP address for each ContentK egper appliance. Ensure
that it is assgned to the correct interface.

Important: Each IP Address assigned for a ContentK eeper gppliance must be
on adifferent IP subnet. Refer to the example network diagram, I1P4, 1PS and
| P6.

2. Usethedefault values for Fwd Broadcast and Broadcast Type.



*:* IP Router Interface Parameters - 192.9.200.81 -3l x|
BE meao - 5 ? o
If Hum IP Address Hetlwork Mask Fwd Broadcast Broadcast Type
1| F2 101110 | 25525532550 Enabled | QnefFil “i* IP Router Interface Parameter i =]
2| F-3 20.1.1.10 265.255.285.0 Enabled Qe Fill » 7 =
3| FA 192.8.200.81 | 2552552550 Enabled One Fill
If Mum [F-2 [
IF Address [101.1.10
Metwark Mask |255.255.255.D
| | Fud Broadcast IEnamEd j
One Fill he
Status: | Finished! Broadcast Type I J
Error: l “.u Mac Address _lDD:DS:BZD?:SB:m

3. Repeat the procedure for FireProof-2. Ensurethat the | P addr esses assigned
areon the correct subnet and do not clash with already assigned
addresses. Refer to the example network diagram, P8, 1P9, and | P10.

Setting Up Firewall Tables

WARNING! You must have a device connected to a port with alink light for each
entry in the firewdl table that you want to make. The best practiseis to connect the
ContentK eeper appliances before configuring the FireProofs.

1. Open the Firewall Table from the FireProof menu on FireProof-1 and add one
firewall for each ContentK eeper gppliance. Use the IP address of the portson
FireProof-2. Refer to the example network diagram, I1P8, P9 and 1P10.

iFirewall Table - 192.9.200.81 i [l
I = o
L2E FEB 0 374
Firewall Address Firewall Name  Admin Status  Operational Status ~ Firewall Priority  Attach Users Number Peak Load Frames Ral
1 10141 Confenikeeper!  Enabled NotinSenvice 1 | 0 e
2 2011 Contentkeeper-2 Enabled HotinSernice 1 il 0 il
1 [ [*]

Status: |Finished!

Error: I

2. Repeat the procedure for FireProof-2, but rever se the | P addr esses used.
Refer to the example network diagram, | P4, IP5 and | P6.




Configuring Default And Static Routes On The FireProofs

1. Open Routing Table from the Router menu on FireProof-1 and ensure that
there are routes for each defined |P address as well as a default route. The
default route for FireProof-1 should be the IP address of the interna interface

of therouter.
*** IP Routing Table - 192.9.200.81 - o] x|
=T
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Dest IP Address MNetwork Mask Mext Hop If Num Metric Protocol Type

1 0000 0000 1829.200.100) F-1 1| Netmgmt |Remote

2| 10.1.1.0 256.254.255.0 0.0.0.0 F-2 1 Local | Lacal

3| 20.1.1.0 255.255.255.0 0.0.0.0 F-3 1 Local | Laocal

1 | Local | Local

4| 19282000 | 255255.255.0 0.000 | F-1

Status: |Finished!

Error: I “H

2. Add astatic route to map the internal network (172.16.0.0 based on the
example) to any one of the addresses in the firewdll table. When a packet
traverses this route, the FireProof seesthat it is destined for an addressin the
firewal table and automaticaly load baances the incoming traffic between all
addressesiin the firewall table.

3. Peformonly step 1 for FireProof-2. The default route for FireProof-2 is
one of theaddressesin itsfirewall table.

Configuring Default And Static Routes On Network Devices

The following routes must be configured in order for traffic to traverse the
deployment in both directions.

The Router must have a default route that will dlow traffic to get to the

Internet. Thisaso appliesto Firewals and Proxy servers.

The Router must have a gtatic route that maps the internal network (172.16.0.0
based on the example) to the configuration interface address of FireProof-1.
This aso gppliesto Firewals and Proxy servers.

Network devicesthat are behind FireProof-2 (i.e. on the interna network)

must have their gateway address set to the configuration interface address of
FireProof-2.



Important Points To Consider
Ensure that the ContentK eeper appliances are passing traffic.
Ensure that two bridge ports are never plugged into the same network.
Erase any exiging configuration from the FireProofs before sarting.

Refer to the RadWare FireProof User Guide for detailed information such as
FireProof hardware specifications and protocol information.



