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These release notes apply to ContentKeeper® Web Enterprise Version
121.28 and include all updates and changes between Version 121.04 and
Version 121.28.

This document contains release notes for several versions of ContentKeeper.

As a result the version under which it was introduced and been listed at the
start of each feature.
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Administration Password — Important!

Upon upgrading to ContentKeeper Version 121.07 or above for the first time
the Web Interface user account ‘admin’ will have its password reset to factory
default.

This means that when you log on to the Web Interface after the upgrade as
the user ‘admin’ you must specify a password of ‘ck2001".

We recommend that you immediately change the password for the ‘admin’
account which may be performed in the new Administration Accounts facility.

This change will only affect ContentKeeper appliances upgrading to Version
121.07 or above for the first time. It is not standard practice for passwords to
be reset during an upgrade, however, the introduction of the new role based
Administration Accounts facility requires that the admin password be reset.

The Administration Accounts facility may be accessed by selecting
Administration Accounts from the Administration menu in the ContentKeeper
Web Interface. Refer to the Administration Accounts section in this document
for more information about this facility.

Created on 18/10/2004 6:03 PM 5
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Policies and Blocking Rules

This section of the release notes contains all of the enhancements and new
features to ContentKeeper Policies and Blocking Rules, and includes all
updates between Version 121.04 and Version 121.28.

New ContentKeeper URL Category

Version 121.12

A new Category has been added to the ContentKeeper URL Database, also
the Unclassified URL assignment applied to URLs not currently assigned to a
Category has been amended to Non-Managed. Non-Managed URLs are
URLs that ContentKeeper has not currently categorised as they are most
likely not undesirable but may become categorised at some point in the future
if appropriate.

Category 31: Spam

A web site may be classified under the Spam category if it is found to be
contained in bulk or spam emails.

An Example URL: kagsovdij.gjibhgk.info

URL Argument Keyword Matching

Version 121.07

The new Policy URL Keywords facility allows policies to be configured with
specific keywords that may result in search engines such as
images.google.com or www.google.com returning undesirable, non-business
oriented material, in particular thumbnail images.

With previous versions of ContentKeeper, clicking on any of the returned
thumbnail images will result in a ContentKeeper BLOCK event taking place
and the user will not be able to view the material. However, it is best practice
to eliminate the thumbnail material in the first place, before it enters the
workplace.

Keywords URLS
HEX ;I images.google ;I
porn
4 _>|_I Kl _>|_I
When a Keyword is found Block =]

Created on 18/10/2004 6:03 PM 6
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Administrators are able to enter sets of keywords that will be matched against
the search terms entered into the search engine dialogue boxes and block
when a match is found.

The Policy URL Keywords facility also supports pattern matching of URL
entries. This means that partial URLs may be specified and ContentKeeper
will attempt to match them to actual URL requests, e.g. images.google will
match to all of the following URLS, images.google.com, images.google.de,
images.google.co.uk, etc.

Note: URLs are matched from left to right with an implied wildcard on the end
of the URL only, i.e. google will not match images.google.com, but
images.google will.

Multiple Keyword Matching

Version 121.28

The ContentKeeper URL Argument Keyword Matching facility has been
enhanced in Version 121.28 to support matching of multiple keywords.
Keywords must be separated by a semi-colon.

Currently a maximum of two keywords may be specified, i.e. one semi-colon
only, and a maximum of 10000 keywords in total, while a maximum of 64 URL
may be specified. Multiple keywords are subject to the same rules as single
keywords, as outlined below and in the menu.

Eeywords TRLS
HEX images.google
pormn; star
porn;picture
When a Keyword is found IEIIDCk 'I

Only one discovered Keyword is necessary to trigger a Block, Coach or
Authenticate. When a Keyword is embedded amongst different characters, a
match occurs if the character on either side of the Keyword is not the
characters set (a-z).The Keyword rape, (e.g.) will match the string $rape$, but
NOT $grapes$. In the case of multiple keywords, a match occurs if and only if
both Keywords are discovered and obey the above rule.

Created on 18/10/2004 6:03 PM 7
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Google Image Search

Version 121.28

The way in which ContentKeeper filters Google Image Search results has
been enhanced so that any images being displayed that are categorised in
the URL Database under categories set to Block, Coach or Authenticate will
be replaced by the icons below. This refers to the thumbnail images displayed
within Google Image Search results.

Images that are categorise as Adult Content within the
ContentKeeper URL Database will be replaced with this icon.

Images other than those categorise as Adult Content within the
ContentKeeper URL Database will be replaced with this icon.

; Google Search: porn sex - Microsoft Internet Explorer =10 ll

File Edit Wew Favorites Tools Help
deBack - = - (D fat | Qsearch  [GFavortes  PMedia o4 ‘ - S -5

Address [&] http:fmages google.com.aufimagestq=porn+sextie=UTF-Bkhl=en ~| pa ‘Links ”|@ -

-

Web Images Groups [News more » =

: Advance age Searcl
Google ==

Images Moderate SafeSearch is on

Images Results 1 - 20 of about 3,100 for porn sex. ([0.15 seconds)
Show: All sizes - Large - Medium - Small

02460020 jpg 02460023 jpg index_03 jpg 3Jpg
421 % B50 pivels - 37k 421 % B50 pivels - 41k 357 x 290 pivels - 29k A00 x 600 pixels - 32k
weorw. free-lesbian-pom-sex- wonw. free-lesbian-pom-sex- free-pom-sex-xxx-movies.com/ wewnw. black-pom-and-ebony-
pictures-sex.comd le... pictures-sex.comd le... paset2imd! sex.comd.../ month/3.)py

[ tlore results from way. free-

leshian-porr-sex-pictures-
Sex.cofm |

I
@

4jpg Sipg 9jpg 15]pg
400 x BOO pixels - 31k 800 x BOO pixels - 57k BO0 x 800 pixels - 54k 525 x 700 pixels - 104k
whw black-porn-and-ebony- best-reality-porm.comd. /5 jpg  best-reality-porn.comd. /9 jpg only-porn-links.comf. _#11-
sex.comd.../ month/d. jpg [ hore results from best-reality- 20/1145 jpg
[ Mare results from s black- porn.com |
porn-and-ebony-sex. com | =
& [ e v
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Protocol Filtering

Version 121.10

The ContentKeeper Protocol Filtering facility extends the functionality of
ContentKeeper allowing for the filtering of some common Instant Messenger
(IM) and Peer to Peer (P2P) networking protocols.

Current supported protocols include:
e MSN Messenger
e AOL Instant Messenger (AIM)
o KAZAA

When the ContentKeeper Bridge is located directly between supported IM or
P2P clients on your network and the Internet gateway on your network, it is
able to monitor and prevent Internet access for those IM or P2P clients.

ContentKeeper Protocol Filtering stops supported IM or P2P clients from
accessing the Internet by using advanced data pattern matching and port
blocking techniques.

The Protocol Filtering facility has been made available in ContentKeeper as a
Policy Blocking Rule, and may be accessed by clicking the Protocols button in
the Create & Edit Policies menu in the ContentKeeper Web Interface.

(2) View or Edit Policy Blocking Rules

Frotocols |

To enable ContentKeeper Protocol Filtering, place a check in the When
checked Protocol Filtering is Enabled check-box at the top of the screen.
When only this box is checked, ContentKeeper will report on protocol activity
but perform no filtering.

Created on 18/10/2004 6:03 PM 9
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When a check is placed in the check-box to the right of any of the listed IM
and P2P protocols, ContentKeeper will report on and block all protocol traffic
of the selected type.

ContentKeeper Protocols for Policy :

W When checked Protocol Filtering 1z Enabled for Policy

Protocols Enabled / Disahled
MESM Messenger W
AQL Instant Messenger (AT r
Earad r

Eemember to click on Save and Redisplay after making changes.
Mote: Please ensure the Chatroom Category for this Policy 15 also set to Block
for more effective Protocol Blocking.

Save and Redisplay Feturn to Policies |

When Protocol Filtering has been enabled for the desired policy,
ContentKeeper will report all protocol traffic for the supported protocol types in
the Current Internet Activity log, as viewed below through the ContentKeeper
Dynamic Activity Viewer.

Live Current Internet Activity for the : 31-Aug-2004

Username

null
null
null
null

ContentKeeper will report protocol blocking activity in the Current Blocking
Activity report, as viewed below through the ContentKeeper Dynamic Activity
Viewer.

Live Current Blocking Activity for the : 31-Aug-2004

Username

null
null
null

Created on 18/10/2004 6:03 PM 10
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Policy Expiry

Version 121.07

The new Policy Expiry feature allows ContentKeeper policies to be configured
with an expiry date. When a policy reaches its expiry date it is automatically
disabled, and may be re-enabled or deleted depending on the administrators
needs.

Policy Descﬂptionl accounts department policy

Select Policy |ac:c:c|unts—pclli|:yj Claone Report
Enable Policy v Dielete ety
Policy Expiry |Eiy Date j |22j |Apr j |2I]D4j

The Policy Expiry feature may be used when a special policy is required for a
staff member or a group of staff members for a specific period of time.
Educational organisations may find this facility particularly useful for special
policies required for a study project or term/semester.

Policy Report

Version 121.07

The ContentKeeper Policy Report facility now reflects the new Policy Expiry
feature with the addition of the Expiry State column. The Expiry State column
contains the Policy Expiry settings of the corresponding policy.

No. Policy Name Description Enabled Expiry State Directory Service Report Verify

1 global Global Master Policy Tes Newver nfa Eeport Venfy

2 S-laver-test 5-layer-test No Never NT Secunty Groups Report Werify

3 aaron aarons home policy Tes Neswer Local Database Eeport Wenfy
Policy Logic

Policy Logic for URL Argument Keyword Matching

Version 121.07

With the addition of the URL Argument Keyword Matching facility to
ContentKeeper in Version 121.07, the policy logic has also been updated.
Settings in the URL Argument Keyword Matching facility take priority over all
other blocking rules. The table below contains the complete revised
ContentKeeper policy logic.

Created on 18/10/2004 6:03 PM 11
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Policy Logic for Proxy Header mode Username Resolution

Version 121.27

ContentKeepers Policy Matching logic has been changed. When
ContentKeeper has been configured to perform Username Resolution in
Proxy Header mode and it sees a Web request that does not contain user
credentials it will attempt to match the source IP address of the request to a
policy before applying the Default Policy.

This is in contrast to the previous Policy Matching logic under which the
request without user credentials would have immediately had the Default
Policy applied to it.

This policy matching logic will apply if, for example, you have ContentKeeper
filtering Web requests made to a proxy server configured to require
Authentication, and you have some hosts excluded from that authentication.

The table below contains the complete revised ContentKeeper policy logic.

Created on 18/10/2004 6:03 PM 12
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ContentKeeper decides how to filter a URL request based on the
following priorities (in the order that they are presented here):

(1)Global Priorities

Priority Order ‘Directive

1 Requests from excluded IP addresses are not filtered.

If the default only check box is enabled then only the default
2 policy is applied.

(2)Policy Matching Priorities

Priority Order Directive

Any policy containing an IP address and 32-bit subnet mask that
1 match the IP address of the request is applied exclusively.

Any policy containing a username that matches the username
2 embedded in the request is applied exclusively.

Any policies with groups that contain a username that matches
3 the username embedded in the request are applied collectively.

If Username Resolution has been configured to Proxy Header
mode the ContentKeeper will attempt to match the source IP
4 Address to a policy, otherwise the Default policy is applied.

(3)Policy Blocking Rule Priorities

Priority Order Directive

URL Argument Keyword Matching
Custom and Trusted URLs
Category States

AW N (P

Custom File Types

(4)Category Priorities

Priority Order Directive

Block
Authenticate
Coach

Allow

A (W N |-

Created on 18/10/2004 6:03 PM

13



Monitor Manage Control
CONTENTKEEFE|

CONTENTKEEPER TECHNOLOGIES

Verify Policy

Version 121.07

The ContentKeeper Policy Verification facility has been enhanced to support
the new Policy URL Keywords facility. When policies under which the Policy
URL Keywords have been configured are verified against URLS containing
matching keywords, the Policy Verifier Output will contain a Category value of

URL Arguments.
Po]ia Verifier Results

Input
Policy to verify access-policy

Regquest URL images google com awimages7g=porn

Request Username |jarmie

Chutput
StatusFesult  IHLTMS
Category URL Arguments
Policy Policy=access-policy; Usermame=jamie

Eeport Blocked|Yes
Blocking Page [Yes
Policy State Currently Enabled

Created on 18/10/2004 6:03 PM 14
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Reporting

This section of the release notes contains all of the enhancements and new
features to ContentKeeper Reporting, and includes all updates between
Version 121.04 and Version 121.28.

Webalizer Reports
Webalizer Menu Location

Version 121.07

The Webalizer Reports menu item has been moved to the Blocking/Reporting
menu in the ContentKeeper Web Interface. The new location of the Webalizer
Reports menu is indicated in the following diagram.

Current Status Restart Administration hWiscellaneous
Status Information Restart Contentkeeper Administration Accounts Registration Details
Current Internet Activity Reboot Contentkeeper Appliance Wiew/Edit Reclassified URLS SetfAdjust Date and Time
Current Blocking Activity Shutdown Contentkeeper Appliance Block/Unblock URLs in Contral List Contentkeeper Agent
Current Username Activity Contentieeper Backups Appliance Configuration Settings
Wiew/Download Report Logs Audit Trail Loy Offloader
Dynamic Activity iewer Category Aliases
Reporting S Operational Settings Authentication
Create & Edit Policies General Parameters Management Port Proxy Settings  Site/Domain Authentication
Display Palicies ExcludediIncluded IP Addresses High Awvailability Module (H.A M) Departmental Report Setup
Werify Policy Blockpage Customisation URL Reclassification Settings LOCAL Groups
Username Resolution Bridge Device Settings LDAR/eDirectory Groups

ehalizer Reportg, Live Filtering Settings Master/Slave Setup

cAMNeporting Module

Created on 18/10/2004 6:03 PM 15
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Enable/Disable Webalizer

Version 121.20

A new option has been added to Webalizer to allow you to manually enable or
disable the Webalizer report facility. This option appears in the form of a
check-box at the top of the Webalizer menu in the ContentKeeper Web
Interface.

ContentK eeper Webalizer Reports

‘Webahzer Historical Eeporting 15 Currently OB
Tntick check box here W to turn Webalizer Off]

Report Selection

View Usase Statistics Report

Report Generation Log Files

Last Begeneration Log Eesults

Last Daly Tpdate Log Eesults

The new option has been added to maximise performance in environments
where the Webalizer facility is not being utilised.

Dynamic Activity Viewer

Version 121.07

The ContentKeeper Dynamic Activity Viewer now includes an enhanced
Dynamic Internet Activity Report. The enhanced Dynamic Internet Activity
Report contains a new Bytes column, in which the size, in bytes, of each
corresponding URL is shown.

Live C(urrent Internet Activity for the : 21-Apr-2004

Time Bytes IP-Address Username URL

17:56:25 2588 192.9.200.46 duncan wuw.eloom. co.ukd logos/microsoft. gif
17:56:25 3212 192.9.Z00.46 duncan mww.elcom.co.ukflogosfelconLgmall.gif
17:57:07 594 192.9.:200.46 duncan WWW.oogle. com

17:57:08 1591 192.9.200.46 duncan WWW.google. com. au

17:57:25 5587 192.9.200.45 duncan wWW.google. com. auf search

Created on 18/10/2004 6:03 PM 16
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Dynamic Activity Viewer Custom Filters

Version 121.27

The Dynamic Activity Viewer has been enhanced to allow custom filters to be
applied. Custom filters may be based on Usernames, IP Addresses and
Categories and are cumulative so a combination of two or more filter types
may be applied to make the Dynamic Activity Viewer output very specific.

Dynamic Activity Filter Options

On/Off Filter Type Filter Value(s) to be Matched |Select a Filter Value Load Filter Values
I~ |[Usernarnes |mat'thew I
I [P Addresses|[192.5.200.230 | 192.9.200.230
[ |Categoties |6 I G - Shopping

Load Usemames

Load IF Addresses

|| KN | EX

Categories

To assist in the correct entry of filter values, Usernames and IP Addresses
that have been filtered by ContentKeeper since midnight on the previous day
may be chosen from the Select a Filter Value drop-down. Clicking the
appropriate button in the Load Filter Values column will refresh the values
available in the Select a Filter Value drop-down.

The Select a Filter Value drop-down for the Categories filter type is
permanently populated with all ContentKeeper Categories, which are entered
into the Filter Value(s) to be Matched column with their index number.

Multiple Usernames, IP Addresses and Categories may be specified by
separating each value by a semi-colon (;).

Additional pattern matching is performed on Username and IP Address entries
in the Filter Value(s) to be Matched column allowing partial Usernames and IP
addresses to be matched to those being currently filtered by ContentKeeper.
IP Address of ContentKeeper Appliance Management Port displayed in
Dynamic Activity Viewer output window to distinguish which ContentKeeper
Appliance the report is from.

Created on 18/10/2004 6:03 PM 17
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Silent Mode Savings Report

Version 121.07

The new ContentKeeper Silent Mode Savings Report provides a convenient
method for organisations evaluating ContentKeeper as well as new
ContentKeeper clients to estimate savings directly resulting from the use of
ContentKeeper in terms of costs associated with both browsing time and data
download/upload charges.

Silent Mode Savings Report

Feport Date : 21-Apr-2004, 10:08 ANM.

Report Summary
Network Traffic Filtered from
01-Apr-2004 to 21-Apr-2004.

Visits | Visits | MBytes | MBytes Ittt ki Set Sy L)

Alloy ok Alls | Blck
25638 | 1697)1,210.54 kWil ETTR 343.50 | ETR 14.79 | EUR 863.29

Note 1 : Total Browsing Cost Savings of [N ijcfey

is based on the following assumptions.
Cost per Megabyte Downloaded: [XU1Ed]
Avverage Staff Cost per Hour: [0 S8R
Humber of seconds consumed per visited site:
Calcwlated average downloaded bytes per wisited site:
Note 2 : Not all Categories were in Silent Iode.

(6 Category(s) were tot in Silent Mode)
Estitnate caloulations were used for those cases.

Detail Category Repaort | Print Summary Repaort

Close Window |

The Silent Mode Savings Report is based on data gathered by ContentKeeper
while operating in Silent Mode. Savings calculations are based on the cost of
staff browsing time and data download/upload charges, which are configured
by the administrator.

Cost Values (Local Currency)

Cost Per Megabyte  ||0.30

Staff Cost Per Hour IEEI.DEI

Tour Currency Code IEU Burm j

Silent Mode allows ContentKeeper to be installed in a network and monitor all
Web traffic while populating its logs with no indication to any network user that
it has been installed. This is an extremely powerful tool for profiling current
network activity and is used in conjunction with the Silent Mode Savings
Report.

Created on 18/10/2004 6:03 PM 18
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Note 2 : Mot all Categories were in Silent llode.
(6 Cate gorys) were not in Silent Wl ode)
Estitmate calculations were used for those cazes,

If ContentKeeper has been set to Blocking Mode when the report is
generated, there is already a bandwidth and staff-time saving taking place so
ContentKeeper enters Estimate Mode for categories that have Blocked entries
present.

Silent Mode Savings Report

Feport Date : 21-Apr-2004, 10:13 A M.

Silent Mode Savings Report hy Category
Network Traffic Filtered from 01-Apr-2004 to 21-Apr-2004.

M Category Mode Visits [Visits MBytes MBytes JGIc g s ()i g ofb g N UFE1 )]

Allow Block| Allow | Block
0 Unclassified Silent 5383 245.47
1 Adult Content T84 2600 5548 1473 130.00 4.42 134.42
2 Mews Zilent 2958 12472
3 Job Zearch Zilent 33 3 1.33 n.o1 1.50 0.00 1.50
4 | Gambling Zilent 21 28 052 050 14.00 0.15 14.15
5 TravelTouristm Zilent 93 a2 765 334 26.00 1.00 27.00
6 Shopping B 4190 1300 20082 4.05 65.00 1.21 66.21
7 Entertainment | 345 16 1987 0n.7a 3.00 023 823
8 Chatrooms B 3240 12 4.39 n.2a 5.00 0.07 6.07
9 Datng Sites 91 4 4.30 2.00 1.00
10 Game Sites 124 2 1299 1.00 1.00

The Silent Mode Savings Report may be accessed by selecting Silent Mode
Savings Report from the Blocking/Reporting menu in the ContentKeeper Web
Interface.

Created on 18/10/2004 6:03 PM 19
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Log File Enhancements

Version 121.07

The Current Internet Activity Report has been enhanced to include all Internet
activity, i.e. both allowed and blocked URLs. All entries in the Current Internet
Activity Report are now accompanied by their current categorisation, which
may be any one of the ContentKeeper Categories, or the phrase Unclassified
if the URL has not yet been categorised within the ContentKeeper URL
Database.

Most visited sites by Hits in last 5 Minutes
(ITote : Only top level sites are showr)

1, 45 - v4.windowsupdate.microsoft.com, Computing/IT, Allow
192.9.200.25,
alex,

2, 32 - wyw.hotmail.com, www-Email Sites, FRESCERETa=
19z2.9.200.32,
matthew,

3, 31 - yww.palvhoy.com, Adult Content, (sl
19z .9.200.32,
matthew,

4, 19 - ad.au.doubleclick.net, Advertising, (et
192.9.200.174,
pELer,

Additionally, all entries in the Current Internet Activity Report are now
accompanied by their blocking state, which may be Allow, Coach,
Authenticate and Block.

These enhancements also apply to the Current Internet Activity Report
available under the Current Username Activity menu.

Version 121.07

Two enhancements have been made to the View/Download Report Logs
menu. The first enhancement is to the ContentKeeper Current Internet Activity
Report Log, which now reflects the enhancements to the Current Internet
Activity Report by replacing the TCP Port data in column two with URL
categorisation data and replacing the Live Filter Flag data in column six with
Block Mode data.

The second enhancement is to the Report Log Column Definition table, which

now reflects the enhancements to the Current Internet Activity Report Log
through changes to the definitions of column2 two and six.

Created on 18/10/2004 6:03 PM 20
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Column Name Drescription
1 Time Tine record was logged. Value is seconds since epoch (1st Jan 1570).
2 Category -1=Unclassified, 1-32 System Categories, > 32 Custom Categories
3 IP Address IP Address of worlcstation that TEL was downloaded from.
4 Resolved IP Address This could be 'null’, DS name Lookup', BIOE name Lookup' or Tserlame'
5 Estes Size mn bytes of TRL downloaded.
& EBlock Mode 1=Allow, 2=Block, 3=Coach, 4=Authentication
7 Content Type Content Type of URL Downloaded
3 il UEL Accessed.

For version 121.26 and above, where Proxy-Header Username
Resolution has been used, user credentials will be written to log files
downloaded in CSV format as DOMAIN\username instead of the
current standard of username/domain.

Version 121.27

ContentKeeper log files have undergone some general enhancements aimed
at improving the information available through the ContentKeeper Advanced
Reporting Module, including the addition of new columns and new types of

data.

Two new columns have been added to the Internet Activity Log and are
described below.

Column 9: Policy Name — This column contains the name of the policy
under which the associated Web request (URL) was filtered, and
applies to all allowed and blocked requests. Column 9 has been added
to the Internet Activity Log File and is available in all formats.

1097620857,
1097620887,
1097620887,
1097620857,

19:z.
19:z.
19:z.
19z,

.200.32, matthew/ckt, 505,
L200.32, matthew/cko, 773,
L200.32, matthew/ckt, 561,
.200.32, matthew/cko, 496,

Limdb . com/£275.9if, matts-policy
Limdb.com/fZ91.gif, matts-policy
Limdb . com/£250.gif, matts-policy
L imdb . com/£355.9if, matts-policy

image/gif,
image/gif,
image/gif,
image/gif,

[ [ I R |
PR R
HoE e R

Column 10: Category Description — This column contains a description
of the category under which the associated URL has been categorised.
The description here is based on the ContentKeeper Category Index in
column 2. Column 10 has been added to the Internet Activity Log File
and is available in CSV format only.

Time

13-10-2004; 18:32:57 16 182.9.200.174 | CKTwilliam | 1408
13-10-2004; 15:34:25 29/ 192.9.200.32 | CKTbrett 103
13-10-2004; 18:59:38 200192920033 | CKTvAllen 559
13-10-2004; 18:59:39 200192920033 | CKTvAllen 3448
13-10-2004; 19:08:26 29/ 192.9.200.32 | CKTibrett 103

Category  Ip-Address Username | Bytes Status Content-Type  Url Policy Category-Description
texthtml hitp: fAwaew thredbo.com.au | williams-policy | Sports

texthtml hitp:fislash.org bretts-policy Computing/T
textihtml hittp: fhnnnner. google. com allens-policy | Search Sites

textihtml http: fhnanner. google.com.au | allens-policy | Search Sites

textfhtml http:ifslash. ory bretts-palicy Cormputing/IT
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The Authentication Click-Thru Activity Log File has been integrated into the
Internet Activity Log File. This means that all Click-Thru activity is now
recorded in the Internet Activity Log File as well as the Click-Thru Activity log
files.

Authentication Click-Thru Activity items will appear as normal blocking events
except in the case of different user credentials being used to access
Authenticate Blockpages to those being used in browser or workstation. In this
case the username logged for the requested URL will be that which was used
to authenticate, which results in that log entry only having a different
username associated with the requesting IP address.

Note: For more information on the ContentKeeper Advanced Reporting
Module select Advanced Reporting Module from the Blocking/Reporting menu
in the ContentKeeper Web Interface or browse to
http://www.contentkeeper.com/advanced-reporting-module/download.html.
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Domain Integration

This section of the release notes contains all of the enhancements and new
features to ContentKeeper network and domain integration facilities, and
includes all updates between Version 121.04 and Version 121.28.

LDAP/eDirectory Groups

ContentKeeper includes a number of new features and enhancements for the
LDAP/eDirectory Groups facility, each of which is detailed below.

Version 121.14

Users enumerated from LDAP/eDirectory who are not members of groups are
now automatically added to a special group titled NoGroup, which is then
made available as a Group - Directory Object in the Create & Edit Policies
menu.

Refer to the image below, taken from the Create & Edit Policies menu, for an
example of how NoGroup can be assigned to a policy.

No. eDirectory (IND ) Groups View Users
1 |nogroup j Wiew users
2 | [ |
3 [ |
4 | =

Version 121.24

New LDAP/eDirectory Groups automatic enumeration options have been
added, which allow you to specify that enumeration occurs automatically on
the hour between 1 AM and 6 AM daily.

The image below has been taken from the LDAP/eDirectory Groups menu in
the ContentKeeper Web Interface.

|Aut0matic Enumeration || Mewver | (Takes effect once ContentFeeper Restarts.)

Weekly

1AM each Day
2 AM each Day
3 AM each Day
4 40 each Day
5 AM each Day
G Akd each Da
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Version 121.26

ContentKeeper has been enhanced to support long LDAP/eDirectory group
names up to 128 characters, and general enhancements have been made to
the way in which ContentKeeper performs User/Group caching for
LDAP/eDirectory Groups facility.

Version 121.27

Enhancements made to the LDAP/eDirectory Groups menu include the
addition of buttons to set defaults for connection to typical Microsoft Active
Directory and Novell eDirectory domains as well as working examples of
configuring ContentKeeper for connection to these domains.

Click the Set Active Directory Sample button to automatically configure
LDAP/eDirectory Groups with typical Active Directory connection settings.

Microsoft Internet Explorer x|

Your LDAPYeDirectory Users and Groups Setup Menu will
be altered with typical Windows Active Directory Settings!

IF wou dlick "0k, then Far & bypical Active Directary Enumeration
wou will just need:

(1) 1P Address of wour Active Directary Server,

(2} Alter the 'dc=company,dc=local’ portion of the Bind/Search DM,
(3) Administrator Passward,

Click. 'Ok ko continue!
Click 'Cancel' to abort!

Click the 'Examples' button to view detailed samples and
obtain assiskance in binding to a 'Windows Active Directory Server,

Cancel

Click the Set eDirectory Sample button to automatically configure
LDAP/eDirectory Groups with typical eDirectory connection settings.

Microsoft Internet Explorer |

‘four LDAR eDirectory Users and Groups Setup Menu will
be altered with sample eDirectory Settings!

IF wou click 'OK', then For this sample you may just need kao;
(1) Enter IP Address of your eDirectory Server,

(2} alter the 'o=container' portion of the BindfSearch D,
(3) Enter waour Bind Passward,

Click. "0k to continue!
Click.'Cancel' ko abort!

Click the 'Examples' button to view detailed samples and
obtain assistance in binding to an eDirectory Server.

; Cancel |
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Click the Click Here for Examples button in the LDAP/eDirectory Groups
menu then select Example 1 : Windows Active Directory Example or Example
2 : eDirectory Example to view working examples for connecting
ContentKeeper to each directory service.

LDAP/eDirectory Users and Groups
Examples Page

Note: To assist in extracting your Users and Groups for your Contentl seper Policies
it may be helpfil if your download an LDAP Browser such as Softerra

Exzample 1: Windows Active Directory Example

Ezample 2 : eDirectory Example

Username Resolution

ContentKeeper includes a number of new features and enhancements for
Username Resolution, each of which is detailed below.

ContentKeeper Agent Username Resolution

Version 121.20

ContentKeeper now includes a new ContentKeeper Agent based Username
Resolution method for IP Address Mode. The new ContentKeeper Agent
reports when ever a user logs in or out of a Windows NT/2000/2003 domain to
ContentKeeper, which then associates logged in users with Web requests
originating from the IP address of the workstation to which they are logged in.

ContentKeeper Agent based Username Resolution may be enabled by
selecting one of the Windows Agent options from the Methods for Username

Resolution drop-down in the Username Resolution menu in the
ContentKeeper Web Interface.

Username Resolution
C None @ IP Address ¢ Proxy Header

Usernames from IP Addresses
Method for Tsername Eesolution | (251 Windows Agent only j

Yiew Current Besolsad IP Addresses
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ContentKeeper Username Resolution must be configured in IP Address Mode
for the Methods for Username Resolution drop-down to be available. To
configure Username Resolution for IP Address Mode, select the IP Address
radio button at the top of the Username Resolution menu.

Important! Your domain controller and the ContentKeeper Agent must both
be properly configured for Username Resolution. Refer to the ContentKeeper
Agent section in these release notes for more information about configuring
your domain controller and the new ContentKeeper Agent for Username
Resolution.

New IP Address Mode Username Resolution Methods

Version 121.21

ContentKeeper IP Address Mode Username Resolution methods have been
expanded to allow combining of any two existing IP Address Mode methods or
the combining of any IP Address Mode method with the Automatic proxy
header based method.

ContentKeeper now features six primary IP Address Mode Username
Resolution methods including:
e DNS
NetBIOS
IDENT
eDirectory
Windows Agent
Auto Proxy

(See image over page.)
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With each of the available combinations there are a total of thirty-six IP
Address Mode Username Resolution methods available.

Username Eesolution
C None & JP Address ¢ Proxy Header

Usernames from IP Addresses
Iilethod for sername Eesolution | (1) DMNS lookup only j

YWiewe Curren

DM and then NetBIOS lookup

OMS and then IDENT-AUTH

DM and then eDirectory |
DMNS and then Windows Agent

DMNS and then Auto Proxy

MNetBlIOS lookup only

MetBl0S and then DMS lookup

1 MetBIOS and then IDENT-ALTH

(10 NetBIOS and then eDirectory

(111 MetBIOS and then WWindows Agent
(121 MetBIOS and then Auta Proxy

(13 IDENT-ALTH anly

(14) IDEMNT-ALTH then DM lookup

(153 IDEMT=-AUTH then NetBIOS

(167 IDEMT-ALTH then elirectory

(17 NDEMT-AUTH then Windows Agent
(187 IDEMT-ALTH then Auta Froxy

(191 eDirectony only

(20 eDirectory and then OMS lookup
(2171 elirectory and then NetBIOS

(221 elirectory and then IDEMNT-ALTH
(231 eDirectory and then Windows Agent
(241 eDirectory and then Auto Froxy

(251 WWindows Agent anly

(261 WWindows Agent and then OMNS lookup
(271 Windows Agent and then MetBIOS
(281 WWindows Agent and then eDirectary
(29 WWindows Agent and then IDEMT-ALTH
(30 Windows Agent and then Auto FProgy
(31) Auta Procey anly

3&) Auto Froxy and then DNS [ookup

1 Auta Proxy and then NetBIOS

1 Auta Proxy and then eDirectary

)

)

e e M N e T Nt
e S . o iy (O O R e}
e e e e et e

Auto Proxy and then IDENT-ALTH
Auto Proxy and then ‘Windows Agent -

(RN LR L R S

3
4
b
b

[
[
[
[
[

General Username Resolution Enhancements
A number of general enhancements have been made to ContentKeeper

Username Resolution. These include improvements to the way that
usernames are resolved and cached by ContentKeeper.
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ContentKeeper Agent

Version 121.20

Version 3.4 of the ContentKeeper Agent has been released. The new version
of the agent contains the following:
= General Enhancements to support for Microsoft Active Directory
and Microsoft Windows memory management.
= New Username Resolution feature.

@Eontentl{eeper Agent Monitor {ck-agent), Version% - | Ellll

Start Sgent | Stop Agent |

: How Often
RN CONTENTREEPER otoc . il

Contentk.eeper Agent Setting:
= NT Domain  Active Directary & Usemame Only Active Directory 5 ethings |

MT Damain Mame |MY-DDMAIN Usermame Fesolution Settings |

IUsemame recolution is OM.

Contentk.eeper &ppliance Settings

IPAddess [ 952 5 200 51 [12125, 21:4ug-2004

Port Nurber [5555  [Tz2a-123-12773 |CKT-TechSuport

I Success! Agent iz running!

Fedister and Start Agent | W Besp when &ppliance responds Wiew Agent Log |

rreaister Aaent | Exit Agent Maonitar | Clean Agent Log |

Important! ContentKeeper Technologies strongly recommends that when
ever a new ContentKeeper Agent is released that you upgrade any existing
ContentKeeper Agent installations that you may have.

Note: To upgrade a ContentKeeper Agent, first open the Agent Monitor
(usually located at c:\ck-agent\exe\ck-agent.exe) and click the Stop
Agent button followed by the Unregister Agent button. Next, delete the
c:\ck-agent directory and all of its contents. Finally, use the normal
procedure to install the new ContentKeeper Agent (Refer to the
ContentKeeper Agent menu in the Web Interface for installation instructions).
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Using ContentKeeper Agent Username Resolution

To use the new ContentKeeper Agent Username Resolution feature you must
ensure that each of the following tasks is performed:

1. Ensure that ContentKeeper Agent Version 3.4 is installed on your
Domain Controller or Member Server and is properly configured.

Note: Refer to the instructions above for more information about
upgrading existing ContentKeeper Agent Installations, and refer to the
ContentKeeper Enterprise Administration Guide for more general
ContentKeeper Agent configuration information.

2. Ensure the ContentKeeper Agent Username Resolution settings are
properly configured.

Note: See below for more instructions.

3. Ensure that auditing of account logon events has been enabled on your
domain controller.

Note: See below for more instructions.

4. Ensure that ContentKeeper Username Resolution settings are properly
configured.

Note: Refer to the Username Resolution section of these release notes
for more information.

Configuring ContentKeeper Agent Username Resolution settings

The ContentKeeper Agent may be configured to perform user and group
enumeration, or username resolution, or both. Simply disable the features that
you do not wish to use.

To configure the ContentKeeper Agent Username Resolution settings, open
the Agent Monitor (usually located at c:\ck-agent\exe\ck-agent.exe)
and click the Username Resolution button to display the Username Resolution
Settings window.

In the Username Resolution Settings window, configure each of the following
four options:

e Enable Username Resolution — Place a tick in, or clear this check-

box if you wish to enable or disable ContentKeeper Agent Username
Resolution.
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e Server Name — If you are using ContentKeeper Agent Username
Resolution, enter the hostname of the server to which the Windows
Security Event Logs are written into the input field.

e Display Usernames — Place a tick in, or clear this check-box if you
wish to enable or disable writing of username and IP address pairs to
the ContentKeeper Agent log file.

e Security Log Scanning — Place a tick in, or clear this check-box if you
wish to enable or disable bulk initialisation of the Username Resolution
Cache on the ContentKeeper Appliance.

@Username Resolution Settings (¥ersion 3.4, 0 x|

Enable Usemanme Resolution

Uncheck thiz box if you wizh ko Enumerate Uszers
and Groups only.

v

Server Mame

Thiz iz the Windows Server where the
Security Event Logs are written.

DOMAINCONTROLLER

Dizplay Uzernames

Check this box if you wish o digplay Usernames and their
comesponding [P Addreszzes in the 'Windows Agent Log as
they are discovered.

v

Security Log Scanning

Scan the whole Security Event Log once for all Usemames and their
caonezpanding |P Addresses when the Contentk eeper Agent first starts
or when the appliance cache has aged [>15 mins] due to loss of comms
between thiz Agent and the ContentK.eeper Appliance.

=
Thig option will bulk, initilize the Usemame Regolution cache on the

Contentkeeper Appliance. After thig point, only incremental changes will
be updated to the appliance cache.

Save Setting: Cancel |

Note: ContentKeeper Technologies recommends enabling of both the Display
Usernames option and the Security Log Scanning option.

Configuring Windows for ContentKeeper Agent Username Resolution

If you wish to use ContentKeeper Agent Username Resolution, you must
ensure that auditing of account logon events has been enabled. The following
instructions describe how to enable this Group Policy feature.

1. From the Start Menu click on the Run option and type mmc in the text
box.

Created on 18/10/2004 6:03 PM 30



- KEEPEL

Monitor Manage Control

Run

Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it Far you,

Open: | T

~
o4 I

Cancel | Browse, .. |

Add/Remove Snap-in option.

2. Within the MMC window select the Console menu and click on the

§ii Console1

ficonsoler |
Console  Window  Help |J 0O == |
g Mew |

Chrl+r
I oen.. o [T
|: Save Chr+5 ||§
Save fs...

Chrl+m

3. Click the Add button at the bottom of the Add/Remove Snap-in window.

Add /Remove Snap-n ll.il
5 lardd alons | Ealan::nal
Lig= this page 1o add o remove & standslone Snap-n fiom the conscls
Srapring addsdtoc |3 Consaie Roc =
Drescnphion -
ok | coneet |

4. Select Group Policy (refer to the image below), then on the next screen
click on the Finish button.
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a‘& Group Poli

=1

Microgoft Corporation LI

Degcription

Thiz znap-in allows pou to edit Group Policy Objects which can be
linked to a Site, Diamain, or Organizational Unit in the Active Directary
or ghored on a computer,

5. Expand the Local Computer Policy branch until you locate the Audit

Policy setting.

':m secaudit - [Console Root’,Local Computer Policy®,

J% Console  window  Help

|J action  Wiew  Favorites |J = =) | | > | @

Tree IFavorites I

i Local Setkin

Effeckive Settin

L Conscle Rook Audit account logaon ]
- Security Templates .C\udit account management Mo auditing Mo suditing
Eg Lacal Carpuker Palicy .C\udit directory service access Mo auditing Mo auditing
EI@ Computer Configuration F'.udit logon events Mo auditing Mo auditing
[:I Sofbware Settings .C\udit object access Mo auditing Mo auditing
F'.udit policy change Mo auditing Mo auditing
.C\udit privilege use Mo auditing Mo auditing
A F'.udit pracess tracking Mo auditing Mo auditing
@ Accaunt Policies .C\udit system events Mo auditing Mo auditing
=28 Local Policies
(-8 Audit Palicy
& User Rights Assignme
-8 Security Options
[Z Public Key Policies
,g IP Security Policies on Lo
[]---D Administrative Templates
E]---ﬁ User Configuration
4] | iKY |

i

6. Double click on Audit account logon events and tick the box next to
Success to enable auditing of account logon events, i.e. successful

user logins, to your Windows 2000/2003 Domain.

Local Security Policy Setting EHE

L Audit account logon events

=

Effective policy setting:

IS CCESS

Local policy setting

Audit these attempts:

[ Failure

If domain-lewel policy settings are defined, they overnde local policy
zettings.

ak. I Cancel
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7. Close the MMC window and if prompted, save the console settings.

Note: This operation does not require a reboot.

All successful logons after this has been enabled will be logged.

ContentKeeper Agent Version 3.5

Version 121.27

A new ContentKeeper Agent, Version 3.5 is available. The new agent is
available as a downloadable module for ContentKeeper Version 121.26 and is
integrated into ContentKeeper Version 121.27.

Important! Only download and install the ContentKeeper Agent 3.5 Patch
from the Downloadable Modules menu if you are using ContentKeeper
Version 121.20 to Version 121.26.

Version 3.5 of the ContentKeeper Agent features enhanced support for
Windows 2003 Active Directory Username Resolution.

Blockpage Customisation
Two major changes have been made to the ContentKeeper Blockpage
Customisation facility including the introduction of support for SSL encrypted

blockpages and the addition of the new Simple Blockpage Customisation
method.

SSL Encrypted Custom Blockpages

Version 121.21

ContentKeeper now supports the use of SSL encrypted Custom Blockpages.
To enable the use of SSL Encrypted Custom Blockpages simply specify a
prefix of https:// under the redirection section along with the URL to your
Custom Blockpage.

REDIRECTION

IOl Click here to design your own Block Page using redirection.
(Tze thiz option when you want to redirect to a blockpage or your blockpage requires Images, Eeclassfication, ete,
or your blockpage 12 larger then 730 bytes.)

& e GET |http8:.-".-"192.9.200.81,-"custom_blockpage.html A JScript Example | Wiew Example "
 Tse POSTI A G Exarnple | “iew Example "

Note: This option is only available for the Redirection method.
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New Blockpage Customisation Methods: Default, Simple, Redirection

Version 121.25

The new Simple Blockpage Customisation method allows for the creation and
hosting of small, simple customised blockpages on the ContentKeeper
Appliance. The ContentKeeper Blockpage Customisation menu has been
redesigned to accommodate this new feature.

Select Blockpage Customisation from the General Settings menu in the Web
Interface, and then choose the desired Blockpage Customisation method,
Default, Simple or Redirection, by clicking on the appropriate radio button.

Blockpage Customisation

DEFAULT

(Gl Clicl: here to use the ContentF eeper Default Block Pages.

SIMPLE

L8l "lic): here to own simple Block Page.

Block Page | Coach Page | Authentication Page

REDIRECTION

[&B'licl: here to design your own Block Page using redirection.
(Use thiz option when you want to redirect to a blockpage or your blockpage recuires Inages, Reclassification, etc,
or your blockpage 12 larger then 730 bytes.)

" Tse GET |http:.-".-"192.9.200.81,-"ja\.fa—script—eg.html A JEcript Example | igy Exarmpale "

& Tz POST|http:.-".-"192.9.200.81,-"cgi—bin,-"cgi—script—eg.cgi A LGl Example | igy Exarmpale "

T Check this box if you wish to Custornize the Authentication Block Page as well
(Otherwise the Contenti eeper Default Block Page will used.)
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To configure Simple Blockpage Customisation, choose the Simple radio
button and then click on the BlockPage, CoachPage and AuthenticationPage
buttons and customise the source code of each in turn. You will be presented
with a source code configuration window.

Simple Custom Block Page

Custom Elocking Page

<html> =]
<headr<titlerContentKeeper</titlex</head:>

<body bgoolor='Red' text='Thite' link='Lime' wlink='ALgua'>
<center><brr<hl>Blocked by ContentEeeper!</hil>

<table border='1l' cellspacing='0"'>

<trx

<td>URL Blocked</td>

<tds<hb>{Url}</b></td>

</trx

<tr>

<td>Category</td>

<td bgoolor='Thite' style='color: Black:'z<b>{CatMName}</b></cd>
</trr

<tr>

<td>Method</ td>

<tdx<b>{Reason} </b></td>

</ trx

</tablex>

</hody>

</ htmls>

y o

Size of Block Page : 414 Bytes
Note 1 : Total page must be less than 750 Bytesl.
Note 2 :Variables that can be subsitituted {Url}, {Catname}, {Reason} and {Time}

Save and Redisplay Cancel/Close Window | Factory Default |

The Simple Blockpages are each limited to 750 bytes in size. The current size
of the Simple Custom Blockpage is listed at the bottom of the source code
configuration window for all three Simple Custom Blockpage types, after the
Save and Redisplay button is clicked.

Note: If your Custom Blockpage is larger than 750 bytes you should use the
Redirection method instead of the Simple method for Blockpage
Customisation.

Blockpage Customisation Overwrite Alert

Version 121.27

In the Simple Custom Blockpage screen an alert will warn the user when they
are about to overwrite the current blockpage code after clicking the Factory
Default button.

Microsoft Internet Explorer x|

@ Replace Block Source page with Fackory Defaulk?

Cancel |
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Master/Slave Administration

Version 121.07

The ContentKeeper Master/Slave Administration facility introduces new
centralised administration architecture to ContentKeeper, allowing
organisations with multiple ContentKeeper appliances to manage much of the
configuration of those appliances from one interface.

Master/Slave Administration

Select ContentKeeper Appliance Type.
|Ma5terAppIiance j

Some organisations wish to deploy multiple ContentKeeper appliances, such
as in a high traffic load-balanced environment where a number of
ContentKeeper appliances are co-located, or a network with multiple Internet
gateways where a ContentKeeper appliance is deployed at each gateway.
Using Master/Slave Administration, one ContentKeeper appliance is
configured as a master and the remaining ContentKeeper appliances are
configured as slaves. Normal configuration tasks are performed on the master
appliance and the slave appliances are then synchronised with the master. All
master/slave synchronisation takes place via an encrypted communications
channel on TCP port 22.

Slave IP Address Username Password Password Slave Hostmame/Status Last Sync Time Test Sync
|19292DD181 Ickadmm I““”“‘* I““““"‘”‘ d ed16 2 23 a.rm. Testl Syncl

[1929200166 |[ckadmin === |[=== 2 TERREZERE Test| Sync|
| | | | _ e
| | | | I
| | | | I D |

Master/Slave synchronisation consists of two parts, Appliance Configuration
and URL Reclassifications. Configuration options are synchronised manually
between appliances from the Master/Slave Administration menu. A
ContentKeeper administrator may specify which of the master appliance’s
configuration options are to be synchronised with the slave appliances; this
makes the Master/Slave Administration facility very flexible and suitable for
any network environment.
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Master/Slave Administration

NManual Synchronization Options
{These options are synchromzed when the Syne button 15 clicked.
The Slave Applance will Eestart once for each synchromzation action.)

¥ All Policies ¥ Local Groups
¥ All URL Control List ¥ Block Page Customization
W ExcludeTInclude TP Addresses ¥ Date/Time Synchronization

Dynamic Synchronization Options
(These options are auto synchromzed as soon as the changes are made on this Master]
Applance.)
¥ Block/Unblock URLs in Control List

All OnfOff | Save and Redisplay

Close Window |

URL reclassification submissions made from the Block/Unblock URLs in
Control List menu take effect instantaneously on the master appliance and are
immediately applied to the slave appliance(s).

Automatic synchronisation of URL Reclassifications between appliances
ensures that the URL Databases on all of the ContentKeeper appliances
remain identical.

The Master/Slave Administration facility may be accessed by selecting
Master/Slave Administration from the Operational Settings menu in the
ContentKeeper Web Interface.

ContentKeeper Agent Synchronisation

Version 121.12

The Master/Slave Administration facility has been enhanced to allow the
synchronisation of ContentKeeper Agent settings between ContentKeeper
Appliances.

A new Windows Agent check-box has been added to the Manual
Synchronisation Options window in the Master/Slave Administration facility.

To access the Manual Synchronisation Options window, first select
Master/Slave Administration from the Operational settings menu in the Web
Interface on a master ContentKeeper Appliance, and then click on the
Synchronisation Options button.
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Master/Slave Administration

[Manual Synchronization Options
(These options are synchronized when the Syne button is clicked.
The Slave Appliance will Restart once for each synchronization action.)

™ Al Policies

[ All URT Control List
[ Exclude/Include IP Addresses
[T Windows Agent

[ Local Groups

" Block Page Customization

-

[Dynamic Synchronization Options)

(These options are auto synchronized as soon as the changes are made on this hlaster

Appliatce.)
™ Block/Unblock TRLs in Contrel List

All OnfOff

Save and Redisplay

[T Date/Time Synchronization

Slave Appliance Banner

Version 121.12

Slave ContentKeeper Appliances will now be identified by a banner in the

Web Interface stating “This is a Slave Appliance”. Refer to the example image

below.

/2 ContentKeeper - Microsoft Internet Explorer = 0] %]
Eile Edit V¥iew Favorites Tools Help ﬁ
daBack v = - (D & | Qisearch GFavorites Meda % | B S O -

Address [&] h 00,51 feqi-binfckfindex.cgi x| @eo ks * d -

Statug Information

Current Internet Activity
Current Blocking Activity
Current Usemame Activity
iew/Download Report Logs

Dynatnic Activity Viewer

Create & Edit Policies
Digplay Policies

“erify Policy

Silent Mode Savings Report
Webalizer Reports
Advanced Reporting Module

CONTENTKEEPER

CONTENTKEEPER TEC

Restart Contentkleeper
Reboot ContentkKeeper Appliance
Shutdown Contentikeeper Appliance

General Parameters
Excluded/included IP Addresses
Blockpage Customisation
Username Resolution

Live Filtering Settings

About

Administration Accounts

Wiew/Edit Reclassified URLS
Elock/Unblack URLs in Caontral List
Contentieeper Backups

Audit Trail

Management Port Proxy Settings
High Awailability Module (H.AM)
URL Reclassification Settings
Bridge Device Settings

Master/Slave Administration

Logout

Registration Details
SetfAdjust Date and Time
Contentikeeper Agent
Appliance Configuration Settings
Log Offloader
Category Aliases
Authentication
Site/Domain Authentication
Departmental Report Setup
LOCAL Groups
LDAP/eDirectary Groups

|@‘| Dane:

’_ ,_ |E|_ E Local intranet v

The Master/Slave Administration facility has also received general

enhancements to optimise synchronisation between master and slave

appliances.
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Setup and Customisation

This section of the release notes contains all of the enhancements and new
features to ContentKeeper setup and customisation facilities, and includes all
updates between Version 121.04 and Version 121.28.

Appliance Configuration Settings

Version 121.22

The Appliance Configuration Settings menu has been enhanced to allow the
configuration of the Management Port IP Address settings and assignment of
Bridge Port and Management Port Ethernet Interfaces.

Previously these settings could only be changed by running the
ContentKeeper Setup Program from the ContentKeeper Console.

Appliance Configuration Settings

Dewvice name for first bridging mterface IW
Dewice name for management port (Tiddle) W
Dewice natne for second bridging mterface IW
Port Mumbers for Filtering 80|2125)5080
IP Address for management port |1 82.9.200.81
HostMame management port |CuntentKeeper
Ilanagement pott MNetmask |255.255.255.D
Tze Prosxy 110

Gateway [P Address |192.9.2EIEI.1
DNS IP Address [192.3.200.254
Domain IMame |cuntentkeeper.cum

Important! Entering the wrong configuration settings may prevent you from
browsing to the ContentKeeper Web Interface and ContentKeeper may stop
running. If you loose access to the ContentKeeper Web Interface, or are
unsure about your settings you should run the ContentKeeper Setup Program
at the ContentKeeper Console Screen. (/root/setup)
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ContentKeeper Setup Program

The purpose of the ContentKeeper Setup Program is to allow you to configure
the IP address settings for the Management Port and the customer
registration details. The ContentKeeper Setup Program may only be accessed
from the Red Hat Linux command shell or during the execution of the
ContentKeeper Auto Installer.

A number of general enhancements have been made to the ContentKeeper
Setup Program, each of which is detailed below.

Version 121.12

Silent Mode may now be configured through the ContentKeeper Setup
Program. The option appears directly after the Port Numbers for Filtering
option.

Fort MNurbers
[Use '|' a=s = [H-Help) <80|3123]|30

Fun ContentkK . in 2ilent Mode [(H-Help) -<n

Additionally, a new network restart option at the end of the ContentKeeper
Setup Program means that a reboot of the ContentKeeper Appliance is no
longer required after the Management Port IP address settings have been
changed.

Feboot Machine to 3tart ContentEeeper

To restart ContentKeeper after running the ContentKeeper Setup Program,
simply type startck at the command prompt.

Important! Do not start ContentKeeper from the command prompt if you have

accessed the command prompt through a telnet or SSH session, as
ContentKeeper will stop again when the session is closed.
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Note: Starting ContentKeeper from the command prompt does not log you out
which means that if later on someone presses <Shift-Q> on the
ContentKeeper Console, they will already be logged in.

Version 121.20

The ContentKeeper operating system has been reconfigured so that you can
now type setup from anywhere in the OS and the ContentKeeper Setup
Program will start. Previously you had to type /root/setup or cd /root followed
by ./setup to start the ContentKeeper Setup Program.

Bridge Directionality

Version 121.22

The ContentKeeper Bridge Directionality facility allows ContentKeeper to be
optimised so that only Internet traffic originating on your LAN and bound for
the Internet is filtered, making available more system resources for better
performance.

To access the Bridge Directionality menu, select Bridge Device Settings from
the Operational Settings menu in the ContentKeeper Web Interface and click
the Bridge Directionality button at the bottom of the screen.

Bridge Directionality

& Detect Bridge Direction Automatically
' Configure Manually
" Tgnore (Mo Preferred Direction)

Type Port| Mac Address | Direction [ Bequests# Ip
Bridge 1 eth0 0002B3A0676C |Lan =] 44 4

Bridge 2|eth2 0002B3A05140 [Intermet =] a0
Bridge last Optruzed at time © 31-Aug-2004,1:11 p.m.

The ContentKeeper Bridge Directionality facility may be configured to one of
three modes, Automatic Detection, Manual Configuration and No Preferred
Direction.

When the Detect Bridge Direction Automatically radio button is selected, once

an hour ContentKeeper will multiply the total number of requests by the total
number of unique IP addresses connecting through each of the Bridge Ports
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and deem the Bridge Port with the highest result to be the LAN side. and the
Bridge Port with the lower result to be the Internet side.

When the Configure Manually radio button is selected you may manually
specify which Bridge Port is on the LAN side and which is on the Internet side.

When the Ignore radio button is selected ContentKeeper will filter Web
requests no matter which side of the ContentKeeper Bridge they originate on.

Note: When the ContentKeeper Bridge is deployed between your LAN and a
proxy server, the Bridge Port connected to the proxy server should be
configured as the Internet side. Use the information presented in the Bridge
Device Settings menu to help you determine which port is connected to which

network device.

Downloadable Modules

Version 121.26

The ContentKeeper Downloadable Modules facility will allow ContentKeeper
administrators to gain complete control of software upgrades on their
ContentKeeper Appliance.

ContentKeeper Modules may be downloaded at any time and do not have to
be installed right away, making the facility quite flexible. The facility may be

accessed by selecting Downloadable Modules from the Administration menu
in the ContentKeeper Web Interface.

ContentKeeper Downloadable Modules

Current ContentK eeper Version Installed: 121.26

Module Description

Module Name

Version Required

MModule Date

Bytes

Download

Install

Status

Uninstall

Mail Engines (FSAVDCC)

fsaw

121.25

18-4ug-2004

5,721,856

DownlLoad

Install

Please Download

Unlnstall

eDirectory Replication

WNowell

121.25

24-Aug-2004

41,650,260

DowenlLoad

Install

Please Download

Unlnstall

Seuid2 5-STABLES Proxy Server

sequid

121.25

20-Aug-2004

1,020,856

Download

In=tall

Please Download

Unlnstall

In addition to ContentKeeper upgrades items such as Release Notes and
companion software, e.g. the Squid Web-Cache Proxy Server, may also be
downloaded and installed through the ContentKeeper Downloadable Modules

facility.

During a download, a separate window is opened showing progress and,
when complete, the time taken by the download.
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/3 Download Module - Microsoft Internet =101 x|
ercent omplete: f8.3 T, Bytes Downloaded: K -
Percent Complete: 80.0 %, Bytes Downloaded: 817,499
Percent Complete: 83.8 %, Bytes Downloaded: 856,411
Percent Complete: 87.4 %, Bytes Downloaded: 893,275
Percent Complete: 90.7 %o, Bytes Downloaded: 927,067
Percent Complete: 94.1 %, Bytes Downloaded: 961,883
Percent Complete: 96.6 %o, Bytes Downloaded: 986,459
Percent Complete: 99.0 %, Bytes Downloaded: 1,011,035
Percent Complete: 100 %o, Bytes Downloaded: 1,021,704
Download Complete!

Finish Download at: 09-Sep-2004,4:17 pom.. .
Time Taken: 21 Secs

Cancel/Close Window

Important! The ContentKeeper Downloadable Modules facility is available as
a beta test version in ContentKeeper Version 121.26 and can be enabled
upon request. To request this facility, please send an email to
support@contentKeeper.com that includes the request, your ContentKeeper
Appliance Registration ID and your Company Name.

Detailed Module Description

Version 121.27

Downloadable Modules became an official feature in ContentKeeper Version
121.27. In the same version a detailed module description window was added
to each available module in the menu.

Mini
MModule Description Rkl Version ol Bytes Download Install Status TUninstall

Name . Date
Regquired

ContentE eeper Version 121.26 Release Notes
These release notes apply to ﬂ

ContentReeper® Web Enterprise
Version 171.26 and include
all updates and changes =

Rell2126 12126  |09-Sep-2004| 472,313) Download | Wiew ﬁ Uninstall

Audit Trall

Version 121.07

Complementing the new Administration Accounts facility, the ContentKeeper
Audit Trail facility provides the ability to display all the Web Interface screens
that a given user has accessed during a specified time period.
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ContentKeeper Audit Trail

Dizplay Audit Trail for last | 1 Hour j
select a Usernatne | Fred =]

This is an important feature as it allows full auditing of access to the
ContentKeeper Web Interface, including the master administrator account
(admin).

Date/Time User Description Page
27-Apr-2004 10:21 am Fred Status Information logout. cgi
27-Apr-2004 10:21 am Fred Create & Edit Policies policyvenfy cgl
27-Apr-2004 1021 am. Fred Create & Edit Policies policy cat
27-Apr-2004,1021 am. Fred Create & Edit Policies categonies. cgt
27-Apr-2004,10:21 am. Fred Create & Edit Policies policy.cat
27-Apr-2004,10:31 am. Fred ContentEeeper IMenu mndex cgi
27-Apr-2004 10:20 am. Fred Status Information status.cgi
27-Apr-2004,10:20 am. Fred ContentEeeper Ifenu mdex cg

Audit trail reports are generated by selecting a specific user or all users and
then specifying a period of time that the report should cover. The Audit Trall
facility may be accessed by selecting Audit Trail from the Administration menu
in the ContentKeeper Web Interface.

Change Administration Password

Version 121.07

The Change Administration Password menu has been replaced with the
Administration Accounts menu. The ContentKeeper Web Interface admin
password may now be changed from the new Administration Accounts menu.

ContentK eeper Administration Accounts

Username Password Password Again  |Access Control

|admin |’°‘“*“‘“‘““ |“°*"“"‘* Siettings |
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Administration Accounts

Version 121.07

The new ContentKeeper Administration Accounts facility allows for the
implementation of role-based access to the ContentKeeper Web Interface.

ContentKeeper Administration Accounts

Username Password Password Again  |Access Control
|admin |“°‘°‘°“‘“““‘ |”‘*‘°‘°“‘“‘ Sethings
|Fred i i settings
|repc:rting |""“"‘"""‘“"""‘ |""“""“"""""" Settings

setings

Siettings

sethings

ARHAIE

| | |
| | |
| | | Settings
| | |
| | |

Sethings

The Administration Accounts facility allows a ContentKeeper administrator to
create user accounts and then specify which menus in the Web Interface may
be accessed by those accounts.

Access Control for Username: 1373

iewfDovnload Report Logs Audit Trail Log Offloader

Currert Status Adrnini stration Miscellaneous
Status Information [# [Restart Contentkeeper I~ |sdministration Accounts [~ [Registration Details -
Current Internet Activity ¥ Reboot Contentiesper Appliance | [T WiewEdit Reclassified URLS [T |Setdjust Date and Time r
Current Blocking Activity [V |Shutdown Contentikeeper Appliance| [T [BlockUnblock URLs in Contral List| [ [Contentkeeper Agent v
Current Username Activity |7 I_ Contentkeeper Badups Wippliance Configuration Settings I-
r r
13 r

Crynamic Activity Wiewer

Categony Aliases

Elocking/Reporting General Settings Operational Settings Authenti cation

Create & Edit Policies General Farameters Management Port Prosy Settings Site/Domain Authentication

Crizplay Policies Excludedfincluded IP Addresses High Awailability Module (H.A.0) Departmental Report Setup

arify Policy Blockpage Customization

RIEl=lk

Slient Mode Savings Report Usermame Reszalution Bridge Device Settings LDAPeDirectony Groups

r
r
URL Reclassification Settings |_ LOCAL Groups
r
r

RIEIEE=]

ebalizer Reports Live Filtering Settings M asterSlave Administration

RlElEIE IR

Wdvanced Repaorting Module

When both network operations and human resources staff are involved in the
management of ContentKeeper, it is important that each group of staff
members only has access to appropriate areas of the Web Interface. The new
Administration Accounts facility provides for this kind of role-based access to
the ContentKeeper Web Interface.
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Statuz Infarmation Restart Contentesper Administration Accounts Registration Details
Current Internet Activity Reboot Contentilesper Appliance | View/Edit Reclassified URLS Set/Adjust Date and Time
Current Blocking Activity Shutdowin Contentkeeper Appliance | Block/Unblock URLs in Contral List Caontentkeeper Agent
Currant Usernama Activity Contentkeeper Backups Appliance Configuration Ssttings
WiewiDowinload Report Logs Audit Trail Log Offloader
Dynarnic Activity “iewer Category Aliases

Blocking orting G { Operatic g Qs Althentication
Create & Edit Policies General Parameters MWanagement Port Proxy Settings | Site/Domain Authentication
Display Policies Excludedincluded IP Addressas High Awailability Module (H A M) | Departmental Report Setup
Werify Palicy Blockpage Customisation URL Reclassification Settings LOCAL Groups
Slent Mode Savings Report  Usemame Resolution Eridge Device Setlings LDAP/eDirectory Groups
Webalizer Reports Live Filtering Settings MWaster/Slave Administration

Advanced Reporting Module

Each staff member has his/her own login credentials and after logging-in, may
only access parts of the Web Interface that were preset by the master
administrator when their account was created. All remaining Web Interface
menus are greyed out.

gedin: {david} {admin} {matt}
{david} {admin}

thiz page :

ContentKeeper users are notified by a warning message when they access a
menu in the Web Interface already being accessed by another user. If two
users simultaneously save changes to the same menu, the most recent
changes are applied. This is why it is important that logged-on users are
aware of each other.

The Administration Accounts facility may be accessed by selecting

Administration Accounts from the Administration menu in the ContentKeeper
Web Interface.

ContentKeeper Mail

Version 121.07

The new solution to all your email filtering needs. Visit
www.contentkeeper.com for more information.
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ContentKeeper Backups

Version 121.12

The ContentKeeper Backups facility has been updated to include new
ContentKeeper configuration settings and features. The additional
configuration settings now included in ContentKeeper Backups are from the
following features:

e Administration Accounts Settings
LDAP/eDirectory Group Settings
ContentKeeper Agent Settings
Master/Slave Administration Settings
Blockpage Customisation Settings

Note: ContentKeeper Backups do not include user and group data
enumerated to ContentKeeper by either the ContentKeeper Agent or through
the LDAP/eDirectory Groups facility.

Category Aliases
Category Aliases Menu Location

Version 121.07

The Category Aliases menu has been moved to the Miscellaneous menu in
the ContentKeeper Web Interface. The new location of the Category Aliases
menu is indicated in the following diagram.

Current Status Restart
Status Inforration Restart Contentkeeper Administration Accounts Registration Details
Current Internet Activity Reboot Contentkeeper Appliance Yiew/Edit Reclassified URLS Set/Adjust Date and Time
Current Blocking Activity Shutdown Contentkeeper Appliance  Block/Unblock URLs in Control List ContentKeeper Agent
Current Username Activity ContentkKeeper Backups Appliance Configuration Settings
Wiew/Download Report Logs Audit Trail Loy Offloader

Dynamic Activity “iewer

orting

Create & Edit Paolicies General Parameters hanagement Port Proxy Settings  Site/Domain Authentication

Display Policies Excludeddncluded 1P Addresses High Awvailability Module (H.A M) Departrmental Report Setup
Werify Policy Blockpage Customisation URL Reclagsification Settings LOCAL Groups

Username Resolution Bridge Device Settings LD&AP/eDirectory Groups
Webalizer Reports Live Filtering Settings Master/Slave Setup

Advanced Reporting Module
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Category Aliases Index

Version 121.27

ContentKeeper Category Aliases allow you to customise the description that is
applied to each ContentKeeper Category Index throughout the entire
ContentKeeper product and the ContentKeeper Advanced Reporting Module.

As of ContentKeeper Version 121.27 the following two lists of categories and
their descriptions (aliases) are used within ContentKeeper by default and
appear in the Advanced Reporting Module reports under the Profiles heading.

List 1. The description of these categories may be customised through the
Category Aliases menu.

Index Category Description
1 Adult Content
2 News
3 Job Search
4 Gambling
5 Travel/Tourism
6 Shopping
7 Entertainment
8 Chatrooms
9 Dating Sites
10 | Game Sites
11 | Investment Sites
12 | E-Banking
13 | Crime/Terrorism

14 | Personal Beliefs/Cults
15 | Politics

16 | Sports

17 | www-Email Sites

18 | Violence/Undesirable
19 | Malicious

20 | Search Sites

21 | Health Sites

22 | Clubs and Societies
23 | Music Downloads

24 | Business Oriented

25 | Government Blocking List
26 | Educational

27 | Advertising

28 | Drugs/Alcohol

29 | Computing/IT
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30 | Swimsuit/Lingerie/Models
31 | Spam
32 | Reserved

List 2: The descriptions of these categories are hard coded into
ContentKeeper and may not be customised through the Category Aliases

menu.

Non Managed

Non Managed

33

Custom-URLs

34

Custom-URLs (Time of Day)

35

Custom-URLs (Block/Coach/Auth)

36

File Type

37

File Type (Time of Day)

38

Locally Bypassed URLs

39

Protocols
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Version Index

The version index lists all of the enhancements to ContentKeeper that are
documented in these release notes in order of version. Every change may be
found in the table of contents at the start of this document.

ContentKeeper Version 121.07

URL Argument Keyword Matching — Page 6.
Policy Expiry — Page 11.

Policy Report — Page 11.

Policy Logic for URL Argument Keyword Matching — Page 11.
Verify Policy — Page 14.

Webalizer Menu Location — Page 15.
Dynamic Activity Viewer — Page 16.

Silent Mode Savings Report — Page 18.

Log File Enhancements — Page 20.
Master/Slave Administration — Page 36.
Audit Trail — Page 43.

Administration Accounts — Page 45.
ContentKeeper Mail Menu — Page 46.
Category Aliases Menu Location — Page 47.

ContentKeeper Version 121.10

e Protocol Filtering — Page 9.

ContentKeeper Version 121.12

New ContentKeeper URL Category: SPAM — Page 6.
ContentKeeper Agent Synchronisation — Page 37.

Slave Appliance Banner — Page 38.

ContentKeeper Setup Program Enhancements — Page 40.
ContentKeeper Backups Enhancements — Page 47.

ContentKeeper Version 121.14

e LDAP/eDirectory Groups Enhancements — Page 23.
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ContentKeeper Version 121.20

Enable/Disable Webalizer — Page 16.

ContentKeeper Agent Username Resolution — Page 25.
ContentKeeper Agent Version 3.4 — Page 28.
ContentKeeper Setup Program Enhancements — Page 41.

ContentKeeper Version 121.21
e New IP Address Mode Username Resolution Methods — Page 26.
e SSL Encrypted Custom Blockpages — Page 33.
ContentKeeper Version 121.22
e Appliance Configuration Settings Enhancements — Page 39.
e Bridge Directionality — Page 41.
ContentKeeper Version 121.24

e LDAP/eDirectory Groups Enhancements — Page 23.

ContentKeeper Version 121.25

e New Blockpage Customisation Methods — Page 34.

ContentKeeper Version 121.26

e LDAP/eDirectory Groups Enhancements — Page 24.
¢ Downloadable Modules — Page 42.

ContentKeeper Version 121.27

Policy Logic for Proxy Header mode Username Resolution — Page 12.
Dynamic Activity Viewer Custom Filters — Page 17.

Log File Enhancements — Page 21.

LDAP/eDirectory Groups Enhancements — Page 24.

ContentKeeper Agent Version 3.5 — Page 33.

Blockpage Customisation Overwrite Alert — Page 35.

Detailed Downloadable Modules Description — Page 43.

Category Aliases Index — Page 48.
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ContentKeeper Version 121.28

e Google Image Search — Page 8.

e Multiple Keyword Matching — Page 7.
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